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Electronic identification, signatures and trust services: Questions & Answers



Basic Facts

Which countries have e-ID already?

Electronic ID cards exist in: Belgium, Estonia, Finland, Germany, Italy, Portugal and Spain.

Other forms of e-ID, like citizen cards and access tokens are used in: Austria, Czech Republic, Denmark, Lithuania, Luxembourg, The Netherlands, Slovakia, Slovenia

and Sweden.

17 EU countries also participate in a project called STORK which has proven that e-IDs can be safely recognised across borders.
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What is the Commission NOT proposing?

The Commission's draft Regulation does NOT make it obligatory for all citizens to have an eID card. The European Commission does NOT have the right to legislate

on the management of electronic identities; this is a matter of national sovereignty. It is up to Member States to decide whether to have such a form of
identification, when it is required, and what technology to use. The Commission’s proposal aims only to ensure that where these electronic identifications exist, they
can be used across borders fully respecting privacy and data protection rules.

This proposal does NOT create or propose the creation of a new 'European eID' or European database of any kind.
It does NOT set European standards for security, supervision or enrolment for electronic identification.
It will NOT lead to new exchanges of personal data across borders.

Finally it does not oblige Member States to notify their eID schemes to the European Commission.

d9 mA? 1 eUUas3Us d Kgj v U
Ficlrvy3U ¢U

’d A4

d3 alisU UsUsasgascvy
L3Us Uegd Agj) ¥ Ua
a

Co
S C

o
\
(

U
U

-
)

Uyoae (¢

A4

Co
Co Co o
<
(@)
o3

J
!
3

Co



(@) V4

9 osUGi Us UU(d

tdcg)asUUUs RUs AHOARD c'd; ddWdsvuid

A

p ST

To

Uds UsUssgasyld Udd Kgy) v Uys
iUsYeasUs 3UsjUsalUabUdg aUs ol
UUgURhUqUUd aUs Uds 6} edd Us
"1e8b¥YaalUs UU dUUse¥ (GUsscUa

-
C
D
_<E
(D)
w
(@)
D

a3z Us UsUagUsayY U}
£99)6eU0UaU U s6cUay
Aldesosoe ;Y UsU oo’
s UaUaUa Uds cUGGYa
" Uy ycUsé

zU osa0o08Uafge®d ~ 3 cUU
a¥3Us AUs ~ U333y U R U
Uds UGUyesgoe Udd.

ao¢ UU




o rr

9 o9uci Us uuUd

Uy y Us 3U U s0dey¥YssgeU AN
eyUr Uscg ~ $TORK(SEeume dasiyd

acrOss birderslirKe d) y¥ e e g3
UgdUeeUUU "6g € 68} 61 3 3
Udd deUsaUjesssaed UUgURLC

n Co
(D)
(@)
C«




STORK

SECURE IDENTITY ACROSS BORDERS LINKED 2.0
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EYPQNAIKH ENITPOMH
AEATIO TYNOY

BpuEeAAeg, 4 Tolviou 2012

Wneiako BepaToAoyio: vEOG KavovIopOG yia diaouvoplaki] 10XU THG NAEKTPOVIKIG unoypagg kai KaAUTEpn aflonoinon TG NAEKTPOVIKIG TAUTONOINONG
OTHV PNQIaKi £viaia ayopd

H Eupwnaikry Enitponr| npoTeive Tn B£omion véwv kavovwv nou Ba kataoThoouv duvatr T Gie€aywyry dlacuvopiakwy Kal aopaimv NAEKTpovIK@v cuvaAAaywv oThv
Eupmnn.

Me Tov npoTevopevo kavoviopd Ba e€aocpakioTei 0TI noAiTeg Kal enixelpnosig Ba pnopolv va xpnoiponoioUv Ta 1K TOUG OUOTHEHATA NAEKTPOVIKNG TauTonoinang (eID)
yla Tnv npooPfacn oe Onpooiec unnpediec o AAAEC XWpec TnG EE, onou diatiBeTal nAekTpovikr) TauTonoinon . AnuIOUpYEiTal, £MiONG, E0WTEPIKA ayopd vyia
NA-UNOYPaMEC Kal SUVAPEIC ENYPAPHIKEC UNNPETIES EUNIOTOOUVNG NEpAv Twv ouvopwy, eEacpalilovTac 6T o1 unnpeaieg auTeg Ba Asiroupyouv diaouvopiaka kal 6T Ba
gxouv To b0 vopiko kaBeaTwg pe Tig napadoaiakeg evruneg diadikaciec. To yeyovog autd Ba aglonomosl nAnpwg Tig peifoveg BuvnTIKEG ECOIKOVORNTEIG NOU NAPEXOUV
o1 dnuooisc nAs-ouppacsic.

H npoTacn Tnpei nAfpw¢, TOoO Ta uioTapeva £8vIKG CUOTAPATA TAUTOMOINONG, 000 KAl TIC MPOTIUACEIC TwWV KpaTwyv peAwv nou dev diaBitouv eBvikd oloTnua
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Digital Civil Rights in Europe

Electronic Identities All Over The EU?
23 May, 2012 » Compulsory Identification | Privacy

This article is also available in:
Deutsch: Elektronische Identitdten fur alle EU-Blrger?

The European Commission (EC) plans to have harmonised e-signatures,
e-identities and electronic authentication services (eIAS) across EU member
states.

On 2 May 2012, the EC published a strategy document for the setting up of
children online protection systems, which also mentions a proposition for a
"pan-European framework for electronic authentication” (unmentioned however in
the document press release or its citizens’ summary).

The European Strategy for a Better Internet for Children sketches a series of
proposals to harmonise protections across member states for children using
online services with many suggestions for the increased use of age classification,
as well as the inclusion of "efficient” parental controls "on any type of device and
for any type of content, including user-generated content”,

"The Commission... intends to propose in 2012 a pan-European framework for
electronic authentication that will enable the use of personal attributes (age in
particular) to ensure compliance with the age provisions of the proposed data
protection regulation,” says the document which also says that the industry will
be expected to introduce "technical means” of electronic identification and
authentication.

It also reads: "A clear regulatory environment for eIAS would boost user
convenience, trust and confidence in the digital world. This will increase the
availability of cross-border and cross-sector eIAS and stimulate the take up of
cross-border electronic transactions in all sectors.”
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The European Commission is set to launch a substantial review of rules
governing personal documents with the aim of making electronic identities take
off across the EU. But the proposal faces likely opposition from civil rights groups
and member states where identity cards do not exist.
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Figure 1: Front and back side of the new German ID card (source: Bundesministerium
des Innern)
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NXP Selected to Secure New German National Identity Card

August 19, 2010

a ShareThis

SmarnthX security chip facilitates secure online transactions and flexible European travel

Eindhoven, Netherlands, August 19, 2010 — NXP Semiconductors N.V. (Nasdaq:
NXPI} today announced that its SmartMX secure contactless microcontrolier chip
has been chosen to power the new German contactless National |dentity card
(Neuer Personalausweis). The German government has selected NXP as the
supplier of an inlay solution containing a dedicated SmartMX chip, packaged in an
ultra-thin module. Issuance of German contactiess ID cards, which will replace the
current paper-based IDs, will start in November 2010. More than 60 million cards
are expected to be rolied out over the next ten years.

rs

o

Following the successful introduction of electronic passports in more than 88
countries, where NXP-based solutions are used in more than 75 counfries,
national electronic ID cards have been identified as the next major application in the public sector market. The selection of NXP



Descripcion fisica del DNI electronico

El nuevo Documento Nacional de Identidad

Bl Decumento Nacicnal de
Identidad recogers gréficamente

dispondsa de un Chip electrdnico en el que se los siguientes datos:

oM NN
000000237

DOCUMENTO NACIONAL OE IDENTIDAD

ESPANOLA
ESPANOLA

L oo )

CARMEN

F  ESP
FPOO DX NAZAENTO

01 12 1972
ARADD1424

v 00 MATHA

23 01 2011

reqitraran los datos del ttular:

- Datos de filackin del tiaular

Imagen digitalizada de |a fotografia

-imagen digitalizada de la firma manuscrita

Plantilla de 1a impresién dactilar

Certificado reconcecido de autentificacidn y de firma

Certificado electrdnico de la autorldad emisora

- Par de claves de cada certificado electrénico

NOmerc personal
de Documento
Nacional de
identidad y cardcter
de verificacién

e e

Datos de fiiacion del
titular:
«Lugar de nacimiento
(locatidad)
Provingia (st ha nacido en A\
Fspafial o Nacién (si ha nacido en
el extranjero)
- Nombre de los padres

Comicilic
' Provincia

Macion

/
/

|
Imagen cambiante |
grabada en laser

Apelidos y nombre
Fecha de nacimiento
Sexo
- Naclonalidad
Namero de serie del
) soporte

e KiRRGrama

Posee una
fotagrafia blanco y

negro conun

Firma
manuscrita del

—
tquipo de
expedicion

Caracteres OCR-B de
lectura automatica




For accessing government databases to check
one's medical records, file taxes, etc.

For picking up ePrescriptions
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Here are some examples of how the ID Card is eESTI /E8T
regularly used in Estonia: & e %
A As a national ID card for legal travel within the
EU for Estonian citizens =0 o
A As the national health insurance card e A s
A As proof of identification when logging into bank A EEEEEaSEssPPIRI
accounts from a home computer
A As a prepaid public transport ticket in Tallinn
and Tartu
A For digital signatures
A For i-voting
A
A
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PRINTABLE VERSION EMAIL

National ID Cards Enter the Digital World with Russian Project Leading the
Way, Says Frost & Sullivan

Date Published: 8 Mar 2011




FROST & SULLIVAN

interesting and full-scale project undertaken in Europe at the moment. Previously, only India
with its Unique ID (UID) project was involved in such a complex program including biometrics
features."

"With most countries thinking of giving a unique ID number in support for each citizen, universal
multi applications cards are fast becoming the reality," summarises Jean-Noel Georges. "It will

through one simple card. In return, with a unique ID, the government will be able to track every
citizen's physical movement and digital activity on an everyday basis."

The most important point for a successful eID demonstration is to have a solution that is

compliant with all international standards. This will allow each citizen to use their eID card as a
European card while reducing costs for massive deployment. Finally, to be able to address this
market, smart cards players will need to form partnerships or have local offices in the targeted
country. Without this interaction with local authority, no eID project will be truly implemented.

If you would like to learn more about the eID market and/or participate in the complimentary
web conference, please email e-mail Joanna Lewandowska, Corporate Communications, at
Joanna.lewandowska@frost.com, with your full contact details. The conference will be
beneficial for smart cards manufacturers, smart cards personalization companies and IT
companies involved in identity infrastructure.
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